
Tom Jessen (01:19):
First, I think it's important to take a look at 
what is the definition of cyber resilience? 
Because it's a very broad subject. Can you 
give an example? What is cyber resilience to 
you?

Petra Oldengarm (01:34):
Well, indeed, cyber resilience is quite broad, 
but it's about cybersecurity. It's about 
making your organization more resilient 
against all kinds of threats and dangers in 
the digital domain and well, we need to be 
resilient in order to keep our organizations 
up and running. So, well, that's actually what
it's all about.

Tom Jessen (01:59):
It's the healthy part of cyber for an 
organization.

Petra Oldengarm (02:04):
Yeah. Well, it's about that you have a lot of 
digital systems and information systems in 
your organization and you want to keep 
using them in a way that your confidentiality 
of the information is good, but also the 
availability and the integrity of the 
information. So, you have to make sure that 
all these aspects are monitored in a good 
way.

Tom Jessen (02:27):
Okay. Kelly, what is cyber resilience for you?

Kelly Bissel (02:31):
Yeah, to be resilient is more than just having 
more security tools. 
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Tom Jessen (00:10):
Welcome to The New Insiders, a digital event 
series by Accenture. Every other week, we 
will welcome global leaders and local heroes 
for inspiring talks and sessions on the power 
of change. My name is Tom Jessen, and this 
third episode is about cyber resilience, and 
threat detection and response. And my 
guests today are Kelly Bissell and Petra 
Oldengarm.

Petra Oldengarm (00:35):
I'm the director of Cyberveilig Nederland. 
Cyberveilig Nederland is a Dutch 
organization, a branch organization for the 
cybersecurity sector. And we work, for 
example, on improving the quality and the 
transparency in the sector. And also, we 
bring the knowledge from the sector to other 
stakeholders, like the government and 
politicians to help improve cyber resilience 
in the Netherlands.

Tom Jessen (00:58):
Kelly, you are working for Accenture. What is 
your role at Accenture?

Kelly Bissel (01:03):
I look after Accenture's cybersecurity 
practice around the firm where we serve our 
clients, both government and commercial 
clients, and our team is made up of 7,000 
people around the world.
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It is really the same as maybe in the world of 
biology to be resilient against germs or 
sickness, you need to be resilient to those 
things. And the same with cybersecurity, we 
have to have the tools to withstand attacks 
from the outside and even the inside. So we 
can make our companies thrive and continue 
to work.

Tom Jessen (03:00):
Okay. Let's take a look at the past year 
because we have the COVID 19 pandemic. 
What are the current threats in the 
cybersecurity landscape?

Petra Oldengarm (03:12):
Yeah, well the threats are, of course not only 
because of COVID-19 I think that COVID-19 
has shown that we rely more on digital 
systems right now than we perhaps did in 
the past and people have started to work 
from home more than they did before. So, 
we have even more digital systems that we 
work with. When you look at the threat 
landscape, that keeps on evolving and has 
been evolving over the past years. And of 
course, when we look, for example, at 
criminals, they make use of the fact that we 
work from our home offices more often and 
well that we have a different way of working. 
And also, there are specific attacks also on, 
for example, the hospitals and organizations 
in healthcare to disturb them from working 
and for example, asking for a lot of money to 
get it back online. So, COVID-19 is just 
another element, another dimension. 
However, the threat landscape has been 
evolving a lot in the past few years, we have 
a lot of more ransomware attacks. And also, 
the complexity of these kind of attacks is 
growing.

Tom Jessen (04:32):
Yeah. What is the influence of COVID-19 on 
cybersecurity, Kelly? What do you think?

Kelly Bissel (04:39):
The past year has been like no other, you 
know, with COVID economic turmoil, if you 
will, geopolitics and even disruption in key 
industries. And so, I think most companies 
have been trying to figure out how do I 
navigate through that landscape and you 
know, we've experienced and seen the 
attacks come throughout 2020 in many 
different ways. 
As an example, we've tracked more than 
5,000 malicious COVID-related websites. 
And so, you know, we're trying to figure out 
how do we keep the world safe in this COVID 
environment. With COVID, many countries 
and other, you know, governments, if you 
will, are creating COVID related tracking 
systems. So how do you allow those tracking 
systems to work without interrupting 
someone's privacy or someone to take those 
systems, those applications, and track 
someone and maybe attack them in a 
physical way. 
And so, you know, there was a great 
philosopher in France who said, you know, 
with the good always comes something bad. 
We didn't have the shipwreck until we 
invented the ship. And I think that's an 
important thing in this COVID world, because 
all these, you know, all these new 
innovations are creating opportunities for 
bad things to occur.

Tom Jessen (06:11):
Okay. A lot of things. And I think it's also for 
companies very difficult to prepare on 
cybersecurity because where to start, what is 
your view of companies and organizations in 
the Netherlands? How well are they 
prepared?

Petra Oldengarm (06:28):
Well actually that depends a bit on the sector 
that you're looking at. 



There are some sectors that are quite far 
ahead and those are the sectors that have 
regulations that specify what they need to do 
in the area of cyber security. So for example, 
in the vital sectors, but also in the financial 
sector, we see well, a lot of good things 
happening when it comes to cyber 
resilience, some other organizations well, 
still lack a good well, even a good awareness 
on that they have to work on cyber 
resilience.

Tom Jessen (07:03):

But the awareness is not enough, right?

Petra Oldengarm (07:04):

No, of course not. But it starts with on the 
board level of an organization that the board 
members and the C-level people in the 
organization that they assess the risks, and 
they take the cybersecurity risk into their full 
risk assessment of their organization. And 
since we now rely so much on digital 
systems security is not really a luxury, but it's 
a necessity, because when your systems go 
down, you cannot work anymore. So, my 
vision on this is that risk assessment on a 
board level is really something that's well, 
needs to grow even more than it is in the 
board level today.

Tom Jessen (07:56):

Yeah. And why does it start at board level? 
Why not by employees?

Petra Oldengarm (08:01):
Well, sometimes we see that people say it's 
only a technical thing and that the IT 
department can fix all the problems. 
However, when you talk about cybersecurity, 
you have to look at the crown jewels of your 
organization. 

And those crown jewels are the things that, 
for example, that you sell or that you use in 
your daily operation. And if someone does 
harm to those crown jewels, you cannot 
work or deliver your services anymore. So, 
this is a business challenge and not only a 
technical challenge.

Tom Jessen (08:37):
Okay. Do you agree, Kelly?

Kelly Bissel (08:39):
I agree. It's not a technical challenge. It's a 
cultural challenge. It is a governance 
challenge. And, you know, outside the 
technology why wouldn't we hold business 
unit leaders accountable for cyberattacks, 
why we train the board to think through 
cyber risks, as opposed to just financials. 
And I think it's an important thing for us to 
not remember. It's not an IT problem. It's a 
corporate imperative. And that's what we 
have to really think about.

Tom Jessen (09:12):
How can organizations manage the risks of 
cybersecurity?

Petra Oldengarm (09:17):
Yeah. Well, in my opinion, there, the question 
is not anymore, whether there will be 
incidents because incidents are taking place 
well on a daily basis, it will happen. So, in the 
past few years, there has been a lot of focus 
in preventing these incidents from 
happening. And of course, this is a good 
idea. You need to do preventative of, to take 
preventive measures. However, I see that if 
the focus is changing and you also need to 
have measures in place for detecting the 
incidents, and then as soon as there is an 
incident, you want to know that it's 
happening. The timely aspect is also 
important in that. And then the third thing 
you need to do is incident response. 



You have to have good response measures in 
place. And then also, you have to prevent, 
detect and respond. 
And the basis of that is also good 
governance. So, you have to agree on who 
is, for example, responsible, you have to 
know which regulations you have to comply 
to. You need to have quality aspects in place. 
The combination of prevent, detect, and 
response, and governance on all these four 
areas you need to take measures.

Tom Jessen (10:33):
You mentioned already where to start, but I 
think it's quite hard for organizations to do 
stuff like this.

Petra Oldengarm (10:44):
Yes, it is. That's maybe also the reason why 
people say, “Let's leave it to the IT 
department”, because it's quite complex. 
However, you have to take the measures 
compared to your risk profile. So, you have 
to look into your crown jewels and have to 
look at all the threats and the risks from the 
outside roads and assess which kind of 
measures you need to take. And then you 
have to take measures in the preventative 
area. For example, installing firewalls you 
need to have, as Kelly said, good identity and 
access management in place, for example, 
but also detection and response. It depends 
a bit on your risk level.

Tom Jessen (11:29):
Okay. Crown jewels are important you 
mentioned. How can I find, as a company, 
my crown jewels, Kelly?

Kelly Bissel (11:37):
You know, that's a really important thing is 
because if you don't know what your crown 
jewels are, how can you protect them? And I 
think it's important for every business to 
think through the value chain of their 
business. And maybe I'll just give you two 
examples. 

If you think about an oil and gas company, 
they explore and try to figure out where to 
drill. They drill, and that's critical to their 
generation of energy. They trade energy with 
other companies and governments. They 
refine that oil, if you will, into gas and other 
products. And then they ultimately get that 
to the petrol pump. And so, for a 
cybersecurity person to understand the 
whole value chain of an oil and gas process 
is critical because then, you know, what's 
important at every step of the way, and then 
how to protect and detect bad things that 
might occur. So that was the oil and gas. 
It is very different if you're talking about 
pharmaceuticals, because then it's about 
drug research with maybe joint ventures of 
universities. It is about labs, manufacturing, 
and clinical trials of those new drugs, if you 
will. And, you know, in the world of COVID, 
we're in the middle of that right now, with 
vaccines. And then how do you not only 
manufacture the drugs but also distribute it 
out to all the customers and how do you 
protect that supply chain even. And so, the 
way we look at every industry has to be 
turned to the value chain of that interested 
industry. And so, those crown jewels are 
spread out there and it's again, 
understanding what they are, where they 
are.

Tom Jessen (13:27):
It's also important when you are looking for 
your crown jewels to have the right people 
with the right skills. Do I need to educate my 
own people are, do I need to search for 
people outside of my company?

Petra Oldengarm (13:45):
Well, that's a good question. I think it 
depends a bit on what kind of organization 
you are. For example, if you are a large 
organization and you have a high-risk profile, 
then you might want to hire your own 
security people to work on security.



And when you're a smaller company, then it's 
quite difficult to have all these kind of 
capabilities in your, within your own 
organization. So, then we have a good 
cyberspace and cyber community sector, 
also here in the Netherlands with companies 
that you can hire people from and use them 
to help for example, make your risk 
assessments and also to have all these kinds 
of measures that you need to decide what 
you need to do, and to make sure that you 
have them in place.

Tom Jessen (14:35):

Okay. We have also questions, in this third 
episode of The New Insiders, from the 
audience.

Joyce Wendel (14:42):

Hi, Petra and Kelly, my name is Joyce 
Wendel. I'm a security consultant at 
Accenture Netherlands and I have a question 
for you. Organizations recognize the need to 
compliment prevention with real-time 
detection and response, but how do 
organizations decide on the balance 
between prevention, detection and 
response?

Tom Jessen (15:02):

Kelly, I want to start with you.

Kelly Bissel (15:04):

There are many examples, but I would 
highlight Goldman Sachs. Goldman Sachs is 
a, is a global bank based in New York. And, 
and I will tell you that Phil Venables has done 
a superb job of integrating security mindset 
into everything that Goldman Sachs does. 

And you know, from protecting their trading 
models and their strategy to client data, you 
know, all their banking customer data to 
even other quant models, which is really the 
intellectual property, if you will, of Goldman 
Sachs. And I think most people in the 
cybersecurity world will understand that 
Goldman Sachs is very, very good, and 
they've done a great job of adding security 
into everything they do. 

Speed is absolutely critical because the 
longer, the longer the bad guy is inside, the 
more damage they can do, either stealing 
more or disrupting the systems more, or 
actually changing your own strategy without 
you knowing it. Right now, we find that many 
bad guys are in systems for 50 days or even 
longer. So, the idea is to detect it quickly and 
shorten the cycle that they're inside, 
because if I can get them out quickly, like 
within a day or hours or even minutes, then I 
can limit the damage that they perform.

Tom Jessen (16:34):

Okay. Petra, what are your thoughts about 
the question of Joyce?

Petra Oldengarm (16:39):

Well, actually, I quite agree with what Kelly 
says that we need to shift from only staring 
blindly into preventive measures. And that's 
because the cybersecurity threat landscape 
is evolving so quickly. And as you say, Kelly, 
that the bad guys are innovating at the 
speed that we well, it's difficult to keep up 
with them. So, then we have to be smarter 
and watch carefully who is trying to enter 
our front door, or maybe our backdoor or, or 
windows somewhere in our building. If we 
look at it in a physical way and make sure 
that we watch them as soon as they get in 
and get them out as soon as possible. 



So, I am not sure if I fully agree with the 
percentage of effort that you have to put in 
detect and respond. However, I feel that 
there needs to be a big shift from only 
preventive to also detection and response.

Tom Jessen (17:38):

In the Netherlands, there are a lot of projects 
and ideas to improve cyber resilience. Can 
you give one example?

Petra Oldengarm (17:50):

Yes, actually. Last year, we started with 
something really simple and at school, the 
cybersecurity dictionary and that's because 
of our field of expertise is really complex. 
And our people tend to talk in only difficult 
languages with difficult words. What we did 
within the Netherlands, and that's what we 
did with Cyberveilig Nederland with our 
members, but also with a lot of other 
organizations, including government and 
scientific organizations, is that we said: okay, 
let's agree, at least on what we mean with all 
these terms. 

So, we wrote down 600 words or about 600 
words, and we agreed within the community 
what we meant with those words, so that 
when you for example, need to evaluate a 
quote that you get from a company, or you 
need to evaluate a pen test report or 
something like that, that it helps you to 
understand what it means. And I think it's 
something really simple actually, but it's a 
first step toward a better cyber resilience 
here in the Netherlands.

Tom Jessen (18:55):

Can you give an example of words?

Petra Oldengarm (18:57):

Well, for example, we defined what a hacker 
is and what hacking is what's the different 
kind of services, like pen testing, we defined 
also what a risk assessment means what the 
word cyber means. Perhaps you can try and 
look, we also made a fake word in the 
dictionary, fake words, so it's better to read it 
and see if you can find the fake word. So, I 
think also for the fun part, it shows also the 
kind of humor that we have, I think in our 
field, but it's a really good start and I've seen 
it, it's been used within the Netherlands right 
now.

Tom Jessen (19:36):

What are the results?

Petra Oldengarm (19:38):

Well, a couple of thousand people 
downloaded the book. We see it being used 
in several also governance organizations. 
And now we are also in discussion with the 
NAN organization to use it in the next 
translation of the ISO standard, ISO 27002 
standard. That's being translated so that we 
have a common language and common 
definitions. It's also good in the market 
because if you are a company and you want 
to buy, for example, the surface, like a pen-
testing surface, then it's good that we have 
one definition. What do we mean with that? 
So that if you have, for example, a quote, you 
can also compare that we talk about similar 
things, because some people talk when we 
talk, for example, about penetration testing, 
some people say it's only something like 
vulnerability scanning. Other people say it's 
also handwork. So, we used, for example, as 
a first step this dictionary for a common 
language.



Tom Jessen (20:39):
Beautiful idea, and I think it's on your 
website.

Petra Oldengarm (20:42):
Yes.

Tom Jessen (20:42):
Okay. There, we can find it. Kelly, what are 
the important cyber risks of the future? What 
do you think?

Kelly Bissel (20:49):
Well, I would, I would say that there are three 
threats that I'm worried about right now. One 
is the polar proliferation of ransomware. I 
mean, it used to be that they would charge 
$300 to unlock your data. Now it's 
$300,000 or more. And in 2020, this is the 
year of ransomware. So, I'm worried about 
ransomware. 
The second thing is I'm worried about not 
just copying the data or locking up the data 
for ransom. I'm worried about the integrity of 
that data. I've seen a few examples of cyber 
bad guys changing the data. And if I can't 
validate the integrity of the data, that's in my 
mind even worse. So, ransomware data 
integrity. 
And then the last thing is concentration risk. 
If in the future, as we put more and more 
things into a single cloud, what happens if 
some problem happens with that one cloud 
provider? Now I've got all my eggs in one 
basket, so to speak. And so, I think we have 
to be really thoughtful about what we do 
with our data and how we, we manage that 
risk. And so that's what I worry about in the 
future.

Tom Jessen (22:10):
Okay. Do you agree Petra?

Petra Oldengarm (22:12):
Yes. And I want to add something else 
because we've been talking about the bad 
guys a lot. 

But when it comes to risk, I feel that you 
should not only look at the people with bad 
intentions, but you should also have a look at 
accidental harm. And what I mean with 
accidental harm is that sometimes systems 
should just shut down because of a technical 
issue, a bug in the software failing hardware 
and those kinds of issues also cause harm. 
That is within my vision part of what you 
need to do or need to address within 
cybersecurity. So, you should not only focus 
on the intentional harm, but also on 
accidental harm.

Tom Jessen (22:54):

Okay. Clear, thank you. A few weeks ago, 
Lourens was my guest here in the New 
Insiders. And he has a question for you. Let's 
take a look.

Lourens Visser (23:05):

Cybersecurity is very much related to cloud. 
So, my question is to which level is it 
required to know and prove you are in 
control on security as a cloud provider and 
as a customer regarding the complete 
service tech which is in the cloud? That 
would be my question.

Petra Oldengarm (23:25):

Actually, the question of Lourens is a quite 
difficult one. We have started about half a 
year ago with a couple of organizations 
within the Netherlands the online trust 
coalition. And that actually addresses this 
issue because we have on the one side the 
provider, and of course the provider needs 
to take at least basic security measures.

But, he never knows if it's enough based on 
the risks that are assessed by a client. So, I 
think there needs to be a good 
communication between the two. 



The providers need to be transparent about 
what they do, but also the clients need to ask 
questions about to security and assess if it's 
enough, according to their risk profile. 

Another challenging thing in this area is that 
a lot of clients nowadays ask for audits at the 
providers and those providers, while they 
can keep on busy all day with performing all 
the security audits requested by clients. So, I 
think we need to make a better use of the 
network and well improve in the way we 
perform security. And that's also what this 
online trust coalition here in the Netherlands 
works on, where also, for example, the big 
tech companies and governance and 
different branch organizations talk about 
this; how to improve this process?

Tom Jessen (24:52):

Yeah, it's quite interesting because on the 
cloud part, you have two different 
companies, you have the companies, they 
are born in the cloud, like a Netflix, for 
example, but you have also the old-
fashioned companies, they are moving into 
the cloud. So, it's very interesting. What are 
your thoughts, Kelly?

Kelly Bissel (25:10):

Well, you know, one of the great promises of 
cloud is that your data is in multiple places, 
places around the world. And so, you're 
automatically resilient now, but they're not 
immune to any problems. I mean, AWS had 
an outage just a week ago, but it's so just 
because you put your data in the cloud, 
doesn't mean it's automatically secure. It 
might be resilient, but it may not be secure. 

So the cloud providers give you all the Lego 
blocks, if you will, some would six squares, 
some with four, some would two, and it's up 
to you, the company to snap all those pieces 
together to make your data secure based on 
your tolerance of risk. And really basic things 
like multi-factor authentication to secure that 
or encrypting that really sensitive crown 
jewel is what we have to think about and 
many more for putting our data in the cloud.

Tom Jessen (26:13):

Of course, we have also a question today for 
our next speaker. That will be next year. 
Petra, do you have a question to the next 
speaker?

Petra Oldengarm (26:22):

Yes. I understood that next time we're talking 
about marketing and the marketing 
ecosystem. And as I understand that 
marketing is now reliant on data and big 
data, and in this data, there's a lot of 
information that's about privacy of persons. 
And this privacy is nowadays protected by 
the European GDPR regulation. And I was 
wondering how from a marketing 
perspective, how do you balance this need 
for all this data? And you want to use all this 
data. And on the other hand, the fact that 
you also have your own responsibility as a 
sector to make sure that you protect the data 
of industry.

Tom Jessen (27:05):

Okay, thanks. We're looking forward to the 
answer. Thank you for being here in our 
Accenture studio, in the Netherlands in 
Amsterdam. Thank you very much. And also 
thank you very much, Kelly, from the United 
States for joining us. Excellent.



Kelly Bissel (27:19):

Thank you, Tom. Thanks for having me.

Tom Jessen (27:23):

Thank you very much for listening to the 
third episode of the New Insiders digital 
event series by Accenture in the new year, 
we have a new podcast. Then we will talk 
about marketing. Stay tuned. Bye-Bye.
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