
 
      

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

IT/OT Convergence 
Demands a Holistic 
Cybersecurity Approach 



Hello, everyone. I am Ignacio Paredes. I am a managing director at Accenture Securities 
based out of Abu Dhabi, and today, I would like to have some of your time to talk about 
how the convergence of information and operational technologies is changing the way that 
organizations look at cybersecurity. It is a fact that the convergence between IT and OT 
has changed the way that many industries work. Bringing digital capabilities and open 
interconnected systems to a world that was traditionally dominated by proprietary 
technologies on systems that were kept as static during years has allowed unforeseen 
functionalities.  The use of digital data to optimize processes, reduce cost and create new 
and more agile services within the industry but this came with a cost. For years OT 
environments had been built according to very clear and strict reference architectures like 
Purdue Enterprise Reference Architecture or PERA model. These provided a lot of clarity 
about the appropriate location of physical systems and their communication requirements, 
which was very good from the security point of view. However, there are technologies that 
have been incorporated to the old environment, like the cloud, data analytics, the industrial 
Internet of things. This and the necessity of users to access remotely production data has 
revealed the clear separation between the layers of the original model and has brought 
security challenges that are difficult to address in an OT environment. For instance, having 
a Windows workstation that has to be updated regularly with security patches may be not 
an issue in an IT environment, but it is quite complicated in OT. Also, we need to look at 
the future. The OT environments should be able to adapt to the new security challenges 
that are being brought by an ever-changing threat landscape and the adoption of 
technologies that we cannot imagine yet. Some of the key considerations that we need to 
take into account are this. We will need to work in different fronts, not only in technology. 
We need to be aware that the IT/OT integration is going to affect all the corporate levels 
way beyond the production departments and its control networks. Also, we need to create 
a resilient cybersecurity organization able to deal with the challenges of the future. Now, let 
me go a little deeper into some of these aspects. When we started to work in cybersecurity 
for OT, I'm talking about 12 years ago, the first challenge that we needed to address was to 
create situational awareness about cyber security in the control networks. At that moment, 
we focused on what was going on, on levels one to three of the PERA model.  We wanted 
to know what was going on from the cyber security point of view in the control networks 
and we wanted to be able to detect cybersecurity incidents and suspicious behaviors there. 
However, at that time, the market was not ready for that. The existing cyber security 
monitoring solutions were not appropriate to work in OT environments. They were not able 
to understand industry protocols.  Connecting them to systems that could be affected by 
any unexpected traffic could be problematic, and there were different reasons that avoided 
proper working on the solutions in all environments.  But the market reacted to that. Some 
very specialized vendors started to offer programs that were suitable for OT environments. 
These products allowed to get real-time security information from the control networks in a 
safe way without affecting the underlying processes and also provided the advanced 
capabilities for asset identification and vulnerability management. They were hugely 
successful up to a point that many of them are now consolidated players in the security 
market. Today, this market has an excellent offer of security solutions for OT environments, 
which is great because they cover a good amount of the technical challenges that we have 
in this space. However, technology is just a part of the problem. Integration of IT and OT 
means that we cannot focus only on the control networks and we should be looking beyond 
the IPO quandary up to levels four and five of the reference model. And we need to look 
there not only thinking about technology, but on the processes and people components.  
Organizations need cybersecurity programs that cross the IT/OT areas and provide proper 
structures for the governance and management of cybersecurity across the board. We 
want to be able to communicate realistically what the cybersecurity risks for OT mean to 



the organization and consider this risk at the same level of other corporate risks. However, 
we have multiple challenges here. To start, the differences in culture and objectives that 
exist between IT and OT leads to misunderstandings and usually a lack of clear definition 
of accountability and responsibility for cybersecurity in the OT side. This is especially 
important for those incidents able to cross the IT/OT borders. Also, many of the ways we 
do things in IT may not work properly in OT.  For instance, risk assessments. Traditional 
methodologies do not provide accurate results in OT environments, mainly due to the lack 
of historical information to support that analysis and also because the potential impacts that 
can happen in these types of environments go beyond the usual impacts that we have in 
information technology. In OT, we can have cyber security incidents creating impact in the 
physical world affecting health and safety and environment. Also, the specific requirements 
for risk remediation in OT are different from those that we have in IT and that needs to be 
considered as part of the risk management methodologies. Also very important is the 
scarcity of security professionals able to work in the overlap between IT and OT 
environments. This is a problem because right now the demand of these type of 
professionals is much bigger than the supply. It is clear then that the solution to these 
challenges is not technical and it's related to the development of proper governance 
structures, including adequate organizational structures, unified frameworks for the 
management of cyber security across IT and OT, and the constant and close 
communication and collaboration between both worlds. But everything that we do in OT 
security has to be able to adapt. For many years, these environments were static with very 
few changes along the years, but this is not true anymore. In Industry 4.), environments are 
dynamic, and they are subject to change and the cyber security capabilities have to be able 
to evolve as well. The problem is that we are adapting rapidly new technologies that in 
many cases outpace the available skills in the organization. We are expanding this 
exposure surfaces incorporating smart devices in the lower levels of our control networks 
and we are increasing the dependency on external suppliers. To deal with all this, we need 
to be able to adapt and evolve.  Industry vendors know this, and they have started to 
include advanced security features in their architectures, but obviously this only works on 
new deployments and greenfields. We still have a huge pool of existing facilities, 
brownfields, that need to be taken care of from the point of view of cybersecurity. We need 
to include cybersecurity as a visibility factor for technology changes in these environments. 
We need also to incorporate OT functions to our security operation centers and include 
cybersecurity as an integral part of the supply chain management. This means that 
organizations need to walk a long road to build adequate cybersecurity capabilities. This is 
something that cannot be done overnight and requires a staged approach, starting by 
building solid foundations for IT/OT cybersecurity. Then creating a unified organization for 
cybersecurity management, and finally developing and implementing advanced defense 
and resilience capabilities. This is everything that I wanted to share with you today. I hope 
you have enjoyed it. Thank you very much for your attention.  
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